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DETAILED ACTION 


Response to Arguments 

1 . Applicant's arguments with respect to claims 31-51, 53-79, and 81-88 have been 
considered but are moot in view of the new ground(s) of rejection. 


Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 31-36, 38-51, 53-54, 56-79, 81-88 are rejected under 35 U.S.C. 102(e) as being 
anticipated by US 20030220978 to Rhodes. 


Regarding claim 31-33, 36, 47-49, 52, 53, 76, Rhodes teaches a method comprising: 
associating with an electronic message authorized by an originator identification data 

uniquely identifying said electronic message (Rhodes, fig. 8, email message with originator key. 

See [0058-0059].); 

storing said identification data (Rhodes, [0058-0059].); 

sending to an intended recipient said electronic message with said identification data 
(Rhodes, [0058-0059], fig. 8, message sent to recipient including originator key.); 
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receiving on behalf of the intended recipient a confirmation request including said 
identification data and requesting confirmation that the said electronic message was authorized 
by they originator (Rhodes, fig. 8, challenge message.); 

comparing said identification data received in said confirmation request to said stored 
identification data (Rhodes, [0058-0059], fig. 8, "On the sender-side SVP, the parsed challenge 
message is examined to determine if it contains a known Originator Key at 8 1 1 ."); and 

upon determining that said identification data received in said confirmation request 
matches said stored identification data, responding to said confirmation request, affirming said 
electronic message was authorized by the originator (Rhodes, [0058-0059], response to challenge 
message. See also [0047-0053] and fig. 7.). 

Regarding claim 34, 50-51, Rhodes teaches the method of claim 3 1 , wherein said 
identification data is included in a message header of said electronic message (Rhodes, fig. 4-6. 
), and wherein said identification data is alphanumeric string (Rhodes, [0040-0041].). 

Regarding claim 35, 46, 54, Rhodes teaches the method of claim 31, wherein said 
sending includes attaching said identification data as an attachment to said electronic message 
(Rhodes, [0041], "The message body typically includes text, attachments, links, and the like that 
comprise the information the sender desires to convey to the recipient. In accordance with the 
present invention, senders who are using a sender verification protocol include an Originator Key 
value in the message body."). 
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Regarding claim 38-43, 56-61, The combination of Fabre and Tomkow teaches the 
method of claim 31, wherein said receiving a confirmation request includes receiving said 
confirmation request via port-to-port communication (Rhodes, fig. 8. See also fig. 2-3.). 

Regarding claim 44, 45, Rhodes teaches the method of claim 31, wherein said comparing 
is performed at a device different from a device at which said associating is performed, wherein 
said comparing is performed at a device different from a device at which said sending is 
performed (Rhodes, fig. 7-8, [0047-0058].). 

Regarding claim 63-68, 70-75, 77-79, 81-84, Rhodes teaches the method of claim 62, 
wherein said receiving a confirmation request includes receiving said confirmation request via 
port-to-port communication, wherein said receiving a confirmation request includes receiving a 
confirming electronic message (Rhodes, fig. 8, [0047-0059]. See also fig. 2-3.). 

Regarding claims 2, 69, Rhodes teaches the method comprising: receiving a confirmation 
request to confirm that an electronic message sent to an intended recipient was authorized by an 
originator identified in the electronic message (Rhodes, fig. 8, [0058-0059], challenge message.), 
the confirmation request including identification data purporting to uniquely identify the 
electronic message (Rhodes, fig. 8, [0058-0059], challenge message with originator key.); 
searching a data store for said identification data (Rhodes, [0058-0059], fig. 8, sender side 
confirmation of key.); and upon determining that said data store contains said identification data, 
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responding to said confirmation request, affirming the electronic message was authorized by the 
originator (Rhodes, [0058-0059], fig. 8, challenge response.). 

Regarding claim 85, Rhodes teaches the method of claim 3 1 , wherein: the associating, 
storing and sending are at a sending module of a sending email system (Rhodes, fig. 2-3.); and 
the receiving, comparing and responding are at a confirmation module of the sending email 
system (Rhodes, fig. 2-3. See also fig. 8.). 

Regarding claim 86-87, Rhodes teaches the method of claim 62, wherein the receiving, 
searching and responding are at a confirmation module of a sending email system (Rhodes, fig. 
2-3. See also fig. 8.). 

Regarding claim 88, Rhodes teaches the method of claim 76, wherein receiving the first 
electronic message, sending the first confirmation request, receiving the response affirming said 
first electronic message was authorized by the originator, allowing said first electronic message 
to be further processed, receiving the second electronic message, and sending the second 
confirmation request are at a receiving email system (Rhodes, fig. 2-3, receiving mail system. 
See also fig. 8, receiving mail system.). 

Claim Rejections - 35 USC §103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 37 and 55 are rejected under 35 U.S.C. 103(a) as being unpatentable over Rhodes 
in view of WO 01/10090 to Tomkow. 

Regarding claim 37, 55, Rhodes teaches the method of claim 31, Rhodes does not 
expressly disclose calculating a checksum for said message text; and including said checksum in 
said identification data and said second electronic message includes one of a text message, VoIP 
message, or instant message. 

However, Tomkow discloses calculating a checksum for said message text; and including 
said checksum in said identification data and said second electronic message includes one of a 
text message, VoIP message, or instant message (Tomkow, pg. 4-5, digital signature is created 
using a hash function on the message.). 

Therefore it would have been obvious to combine calculating a checksum for said 
message text; and including said checksum in said identification data and said second electronic 
message includes one of a text message, VoIP message, or instant message as taught by Tomkow 
with the teachings of Rhodes in order to utilize an encrypted message digest for message 
authentication (Tomkow [0018].). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to RYAN J. JAKOVAC whose telephone number is (571)270-5003. 
The examiner can normally be reached on Monday through Friday, 7:30 am to 5:00 pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Vivek Srivastava can be reached on 571-272-7304. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Rupal D. Dharia/ 

Supervisory Patent Examiner, Art Unit 
2400 

/Ryan Jakovac/ 


